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Industry 4.0 Challenges
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Open Infrastructure for Industry 4.0

Based on open 

Software Libraries & 

Frameworks

Python

C/C++

Embedded Linux

Interoperability & 

Open Protocols

Seamless 

integration with 

other Projects

Attractive for 

Developers

Enhanced Security

Community 

Approved Software 

Libraries
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Infrastructure Overview
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Technical Overview
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Software & Application Stack
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• Supports open Fieldbus architectures

• RTnet — open source realtime ethernet protocol stack for realtime linux

• Modbus RTU / ASCII / TCP

• Profibus / Profinet

• …

• Modern M2M protocols

• MQTT       — Message Queuing Telemetry Transport

• OPC UA   — Open Protocol for Communication Unified Architecture

• AMQP      — Advanced Message Queuing Protocol

• STOMP    — Simple (or Streaming) Text Orientated Messaging Protocol
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Communication Protocols
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Data Security

• Plant & Production Data: Companies most valuable asset — Therefore:

• No Cloud system —> Instead:

• Data Storage and analysis on own, local servers with cloud like API to access

data (e.g. REST API with backend access to databases)

• VPN access for operator / manager / service using standard devices (Phone,

Tablet, Notebook) —> important information directly at hand

• Proposed communication protocols allow Message Authentication or Signing

• Proposed communication protocols allow Message Encryption (SSL/TLS or Application

Layer Security)

• Secure integration with the company IT-Infrastructure
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• Downtime Tracking

• Plant Efficiency

• Product tracking and tagging (e.g. RFID, Barcode, QR-Code)

• Quality Assurance

• Remote Control and Maintenance

• Smart Factory / Smart Product

• Data provisioning in company IT Infrastructure
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Benefit

Ball bearing on 

axis 3.1 should 

be replaced 

soon
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